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Objective: 

Upon successful completion of this course, the student will be able to 

 explain the challenges and scope of information security; 

 To provide an understanding of principal concepts, major issues, technologies, and basic 

approaches in information security. 

 explain such basic security concepts as confidentiality, integrity, and availability, which 

are used frequently in the field of information security; 

 explain the importance of cryptographic algorithms used in information security in the 

context of the overall information technology (IT) industry; 

 identify and explain symmetric algorithms for encryption-based security of information; 

 identify and explain public-key based asymmetric algorithms for encryption-based 

security of information; 

 describe the access control mechanism used for user authentication and authorization; 

 describe Secure Sockets Layer (SSL) as a common solution enabling security of many 

applications, including all Internet-based commerce; 

 describe securing Internet Protocol (IP) communications by using Internet Protocol 

Security (IPSec); 

 explain the importance of physical security and discuss ways to improve physical security 

of an enterprise; 

 explain the use of such security tools as firewalls and intrusion prevention systems; 

 explain malicious software issues such as those introduced by software-based viruses and 

worms; 

 explain common software security issues such as buffer overflow; and 

 Describe the basic process of risk assessment in the context of overall IT security 

management. 

 

 



 

 

 

 

 

Weeks Subjects 

1 
Introduction to the security. 

The concept of the information security    

2 

Fundamentals of information security. 

 Basic security concepts as confidentiality, integrity, and 

availability. 

3, 4 
Mathematical Background (Mod operation in details, Greatest 

Common Divisor, Least Common Multiple, Euler Function). 

5,6 Basic of Cryptography algorithms (Encryption and Decryption). 

7 
Secret key system. 

Public key 

8 
Conventional (classical) system  

Substitutions and transposition system  

9, 10, 11, 12, 13, 14, 

15, 16, 17 

Monoalphabetic in details (Simple and homophonic). 

Poly alphabet in details ( Beaufort and vigener) 

Poly graphic in details (Playfair and hill cipher)          

18 Data encryption standard (DES).   

19 Advanced encryption system (AES). 

20, 21 
Network security concepts. 

Wireless security. 

22 E-mail security.  

23 Secure protocol, SSL 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

24 Secure protocol and VPN: IPPSEC 

25 
What is Firewall? 

How the firewalls work? 

26 
What is Intrusions? 

Intrusions detection. 

27, 28 

Computer security concept. 

 Document security. 

Malicious software. 

Malicious web  

29, 30 

Access control mechanism. 

Authentication and authorization. 

Discretionary access control (DAC). 

Based access control (RBAC). 
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 Dept.: Information Technology ثشكا :

 Class: Second year قوناغ :

  Subject: Information Security ت :ه باب

 8 عدد الوحدات /االسبوع      : 4 عددالساعات / االسبوع     :

  4 عملً :  4 نظري : 2عملً : 2 نظري :

 هدف المادة :

Upon successful completion of this course, the student will be able to 

 explain the challenges and scope of information security; 

 To provide an understanding of principal concepts, major issues, technologies, and basic 

approaches in information security. 

 explain such basic security concepts as confidentiality, integrity, and availability, which 

are used frequently in the field of information security; 

 explain the importance of cryptographic algorithms used in information security in the 

context of the overall information technology (IT) industry; 

 identify and explain symmetric algorithms for encryption-based security of information; 

 identify and explain public-key based asymmetric algorithms for encryption-based 

security of information; 

 describe the access control mechanism used for user authentication and authorization; 

 describe Secure Sockets Layer (SSL) as a common solution enabling security of many 

applications, including all Internet-based commerce; 

 describe securing Internet Protocol (IP) communications by using Internet Protocol 

Security (IPSec); 

 explain the importance of physical security and discuss ways to improve physical security 

of an enterprise; 

 explain the use of such security tools as firewalls and intrusion prevention systems; 

 explain malicious software issues such as those introduced by software-based viruses and 

worms; 

 explain common software security issues such as buffer overflow; and 

 Describe the basic process of risk assessment in the context of overall IT security 

management. 

 
 

 

Weeks Subjects (Practical) 



1, 2 How to be familiar with C++, and the role 

of C++ in Information security  

3, 4, 5 1. Modular 

2. Greatest Common Divisor 

3. Least Common Multiple 

6, 7 Transposition cipher (Simple) 

8, 9 Transposition cipher (Double)  

10, 11, 12, 13 Substitution cipher monoalphbetic 

14, 15, 16 Poly alphabet (Beaufort, vigener)    

17, 18 Poly graphic (play fair, hill cipher) 

19, 20 Data encryption standard (DES).   

21, 22, 23 Network security 

- Wireless 

- Wi  -  fi 

- Set a password for router and 

switch 

- Protect the network from the 

hacker and attacker 

 

24, 25, 26 Internet security 

- E-mail 

- Websites 

27, 28, 29 Computer security 

- Viruses type 

- Malicious   

- Worms 

 

 


